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2. Indledning

Dette dokument er lavet som en vejledning til at skabe hul igennem til ATP’s
PingService udstillet under ATP’s Web Service Provider profil. Kan man gennemfgre
dette kald ved man derfor, at man opfylder de generelle krav beskrevet i profilen.

Det er hensigten at et sadan hul igennem kald, kan hjaelpe som reference nar anvender
laver den egentlige systemimplementering til kald af servicen.

Den klient vi har valgt at anvende og beskrive brugen af i dette dokument er SOAPUI
version 5.7.0.

(@ About SoapUl e

SoapUl.

Supparted by SMARTBEAR -

SoapUI 5.7.0
Copyright (C) 2004-2022 smartbear.com

hittp: /fwww.soapui.org | http://www.smartbear.com

Build Date: 2022-01-12T09:35:52Z
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3. Forudseetninger

Der skal veere oprettet en tilslutningsaftale med ATP om brug af webservicen,
herunder udveksling af et "Teknisk bilag til Integrationsaftale”, hvori der indgar kontakt
oplysninger, information om de anvendte certifikater, samt hvilke IP net, kaldet kan
komme fra.

Man skal bruge det OCES3 certifikat, der er angivet i aftalen.
PingService.wsdl der beskriver den service vi viser i eksemplet her.

Det anbefales at starte med at oprette et projekt for PingServicen, da servicen er helt
enkel og derfor er god til at teste at man har sat certifikat mm rigtig op.

Efterfglgende kan man bruge samme procedurer for at seette et projekt op for andre
services.
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4. Opret projekt
Begynd med at oprette et nyt projekt:
SoapUl 5.7.0

File Project Suite  Case Step  Jools Desktop Help

Create Empty Project @l F@ -ﬁ. iﬁ ‘ .

Mew SOAP Project e All Forum Trial Preferences Proxy

OrCeET N

Adead o Bl B

rL i e
Creates a new WSDL/S0OAP based Web Service Project in this wﬂrkspacei
Import Project Ciri-|

Import Packed Project
Import Rermote Project

Import Postman Collection

Save All Projects Ctrl+Al-5

Close All Open Projects

Rename Workspace F2
Mew Workspace
Switch Workspace
'ﬂ' Preferences Ctrl+ Ak-P

Save Preferences

Import Preferences

Recent b
Exit Ctrl-1
Exit without saving Ctrl+Shift-0

Project Name: Navngiv projektet.
Initial WSDL: Der henvises til den PingService.wsdl ATP stiller til radighed

Create Requests: seet hak.
Tryk OK.
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(@) New SOAP Project ¥
New SOAP Project I{?}
Creates a WSDL/SOAP based Project in this workspace

Project Mame: |ATP Ping Service |

Initial WSDL: | W:\ws\ pingservice\100\PingServicewsd || Browse... |

Create Requests: |+| Create sample requests for all operations?
Create TestSuite: [ | Creates a TestSuite for the imported WSDL

Relative Paths: [ Stores all file paths in project relatively to project file (requires save)
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5. WS-Security Configurations
Dobbeltklik pa projektet.
Veelg fanebladet WS-Security Configurations.

5.1 Opret Keystore
Veelg fanebladet Keystores

Tilfaj en ny Keystore ved at klikke pa plusset (markeret med rad ring pa billedet
herunder).

Angiv den keystore eller p12-fil der indeholder virksomhedens OCES-test certifikat
Tryk Open.

8 ATP Ping Service

T¥IC

r Overview |/ TestSuites |/ WS5-Security Configurations |/ Security Scan Defaults

Incoming W5-5ecurity Configurations |/ Keystores |/Tluslstm5 |
Outgoing W5-5ecurity Configurations

Qx 0|l
il

Source Status | Password | Default Alias Alias Password

(@) Select Key Material > |

Lookn: |3 YOUR_ORG_OCES3_TEST RE)

[5] YOUR_ORG_OCES3_TEST.cer
] YOUR_ORG_OCES3_TEST.p12
=] YOUR_ORG_OCES3 TEST.txt
=] YOUR_ORG_OCES3_TEST_ORIG.p12]

File Name: |muR_GRG_GCES;_TEST_Ome.pu |

Files of Type: ’ "l

[ Open I ’ Cancel l
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Indtast password for keystore.
Tryk OK.

- HE} Ping Service

|/ Overview |/ TestSuites |/ W5-Security Configurations |/ Security Scan Defaults

(2}
Incaming WS-5ecurity Configurations I/ Keystores |/ Truststores |
Qutgoing W5-5ecurity Configurations
+ X (?)
Source | Status | Password | Default Alias Alias Password

Add Key Material >

o Specify password for [YOUR_ORG_OCES3_TEST_ORIG.p12]

QK | Cancel

(k=)
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5.2 Opret Outgoing WSS Configuration
Veelg fanebladet Outgoing WSS Configurations.

Tilfaj en ny "Outgoing WSS Configuration” ved at klikke pa plusset (markeret med rgd
cirkel pa billedet herunder).

Angiv et navn for konfigurationen f.eks. "OUT WS OCES3”
Tryk OK.

B8 ATP Ping Service

&

r Overview r TestSuites |/ WS5-Security Configurations I/ Security Scan Defaults |

Outgoing W5-Security Configurations |/ Incoming WS-Security Configurations r Keystores r Truststores |

Mame | Default Username/Alias | Default Password | Actor | Must Understand

MNew Cutgoing W55 Configuration et

O Specify unique name for configuration
|0UT WS OCES3| |

“-l‘:x [ OK ” Cancel ]
P

Tilfaj en ny WSS entry ved at klikke pa plusset (markeret med rad cirkel pa billedet
herunder).

Veelg typen Timestamp.
Tryk OK.
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B ATP Ping Service

r Owverview r TestSuites r W5-5Security Configurations r Security Scan Defaults |

(7}
r Qutgoing W5-5ecurity Configurations r Incoming W5-5ecurity Configurations |/ Keystores r Truststores |
+ X o
MName Default Username/Alias Default Password | Actor | Must Understand
OUTWS OCES3 [ ]

v
X “ v Add WSS Entry X
e
H A Select type of entry to add
[Tlmestamp "l
I 0K ” Cancel l

Seet Time To Live: til 300 (atp godtager ikke Timestamps aeldre end 5 min.)

B ATP Ping Service

r Qverview r TestSuites r W5-5ecurity Configurations |/ Security Scan Defaults |

Millisecond Precision: I:| Sets precision of timestamp to milliseconds

o

( Outgeing WS-5ecurity Configurations r Incoming W5-5ecurity Configurations r Keystores rTnslstnls |

+ X o

Mame | Default Username/Alias | Default Password | Actor | Must Understand

OUT WS OCES3 [ ]

Y

+X v

£
e ¥ Time To Live: |3ﬂh
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Tilfgj en ny WSS entry ved at klikke pa plusset (markeret med rad cirkel pa billedet
herunder).

Veelg typen Signature.

Tryk OK.
Ih ATP Ping Service
r Overview r TestSuites |/ W5-Security Configurations r Security Scan Defaults |
(7]
r Outgoing WS-5ecurnty Configurations r Incoming WS-5ecurity Configurations r Keystores rTILEIStOIS |
+ X L7)
Mame | Default Username/Alias | Default Password | Actor | Must Understand
OUT WS OCES3 [ |
. | Add WsS Entry X
Timestarmp N
» Ty Q Select type of entry to add
M ISignature v] p to milliseconds
[ oK i [ Cancel ]

Veelg keystore.
Veelg Alias.
Indtast Password (til keystore).

Key ldentifier Type: seettes til "Binary Security Token”
Use Single Certificate: seet hak.

Sa skal det defineres hvilke dele af beskeden der skal signeres. Det gares ved at tilfgje
"Parts”.

Tilfaj 4 nye "Parts” ved at klikke pa plusset (markeret med rgd cirkel pa billedet
herunder).
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E B ATP Ping Service

r Overview |/ TestSuites |/ WS5-5ecurity Configurations |/ Security Scan Defaults |

(2]
r Outgoing W5-5Security Configurations |/ Incoming W5-Security Configurations I/ Keystores I/ Truststores |
+ X L7)
Marne | Default Username/Alias | Default Password | Actor | Must Understand
OUTWS OCES3 [ 1
v
+X ~ v
£
Timestamp ¥ Keystore: YOUR_ORG_OCES3_TEST_ORIG.p12 |
Signature
Alias: [atp_integration_virk_test 'l
Password: |oo-ooo--ooo- |
Key |dentifier Type: [ Binary Security Token "]
Signature Algorithm: [<dEfEU|t-'=" "]
Signature Canonicalization: [<defau|t> "l
Digest Algorithm: [<defau|t:~ V]
Use Single Certificate: Use single certificate for signing
Prepend Signature Element: Prepend signature element to security header (non-strict layout)
Parts: ax
Iy | Marme Marmespace | Encode
Body http://schem... Element
Timestarmp http://docs.o.. Element
Action http:/fwwwow... Elerment
MessagelD http:/fwwaw...

Udfyld med falgende veerdier (veer opmeerksom pa store/sma bogstaver i navnet):

ID Name Namespace Encode
Body http://schemas.xmlsoap.org/soap/envelope/ Element
Timestamp http://docs.oasis- Element
open.org/wss/2004/01/oasis-200401-wss-
wssecurity-utility-1.0.xsd
Action http:/mww.w3.0rg/2005/08/addressing Element
MessagelD http://www.w3.0rg/2005/08/addressing Element
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http://schemas.xmlsoap.org/soap/envelope/
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd
http://www.w3.org/2005/08/addressing
http://www.w3.org/2005/08/addressing
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6. Opseetning af Request

6.1 Tilfg] wsa headers
Dobbelt klik pa Request 1 for at fa request vinduet frem.
Forneden veaelg WS-A (se billede nedenfor).

SoapUl 5.7.0

Project Suite Case Step Tools Desktop Help
e + il L
B W 4 ® % 9| g |

Empty  S0AP REST  Import  SaveAll Forum Trial Preferences Proxy

£ Projects 37 Request1 2
E &1 ATP Ping Service Yo@EOL https://ws.atp.dk/common/PingService [+]% + @
| = %= PingBinding

Raww | XML
[»

<urn:Tekst>?2</urn:Tekst>
</urn:Ping>

</soapenv:Body>

< /soapenv:Envelope>

: 5050 2 |5 <seapenviznvelcpe smins:scapenv="rhitp://schemas smlsosp.org/soap/envelops/ " mminsila N

: " el 3 R .-

: p 5= <soapenv:Headez/>

H 50

(- 0 BeEsl =2 <scapenviBody-

& B <urn:Ping>

-
-

Enable W5-A addressing: @
Must understand: MONE =

WS-A Version: 200508

Add default wsa:Action: [N dd default wsa:Action

Add default wsa:To: [ Add default wsa:To

To: | |
Reply to: | |

ReplyTo Reference Parameters:

Generate MessagelD: wfandomly generate Messageld

From: | |

Fault to: | |

FaultTo Reference Parameters:

Request Properties

Relates to: | | [

Property Value -
MName Request 1 | Relationship type: | 1 ﬁ 3
e

Description A—
Message Size 270 Auth Headers (0) Attachments ()| W5-A [ Jws-RM Hea.. Attac.. SS.
Encoding UTF-8 191
Endpoint https://ws.atp.dk/... :
Timeout
Bind Address

Seet hak ved EnableWsS-A addressing
Seet hak ved Add default wsaAction
Seet hak ved Generate MessagelD

Pa denne made far man tilfgjet Action og MessagelD til Headeren.
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6.2 Specificer Endpoint

/Andre endpoint sa det peger pa det milijg man gnsker at ramme, herunder er vist Atp’s
integrations-test-02.

“d E
¥y aoEpOoL |https:f/ws—int'D?_.atp.dkfcommon/PinqService{ [v]‘y' + @

+ AP Request1

rEnw - = - soapenu=" 25 wmlsoap. o P e £
= |Hapenv:Envelope xmlns:scapenv="http://schemas_ xmlscap.or Gemti Dennepc e/ xmlns turnyg & » E -
% |E<scapenv:Header xmlns:wsa="http:/ /www.w3.org/2005/08/adam e =
e T S T S S S S U S =

6.3 Anvend Outgoing WSS Configuration

For at fa indsat Timestamp og fa de rigtige dele af beskeden signeret gar vi brug af den
OutgoingWSS configuration, der blev lavet i 5.2

Veelg fanebladet Auth (markeret med rad ring pa billedet nedenfor)
Veelg Authorization til Basic.

%7 Request1 :
E A https:/fws-intl2.atp.dk/common/PingService
g [ <scapenwv:Envelope xmlr env="http://schemas .xmlscap.org/soap/env| & ;
L =E <soapeny Header xmlr ="http:/ www_.w3_ org/2005/08/addressing">
= </ soapeny :Header
& = <soapenv:Body xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0
= <urn:Ping=

<urn:Tekst>=?</urn:Tekst>
</urn:Ping>

</ soapenv :Body>

</ soapenv:Envelope>

Authorization: Mo Authorization b (7)

Me Authorization

— N

Add New Authorization...

Not Yet Configured
Authorization has not been set for protected services.
Use the Authorization drop down to configure,

eaders (0) Attachments (0} WS-A WS-EM
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Seet Outgoing WSS til den configuration der blev lavet i 5.2

A&‘norization: ’Easic il 6
Username: | |
Password: | |
Dormain: | |
Pre-emptive auth: () Use global preference

(3) Authenticate pre-emptively

Outgoing WSS; |OUT WS OCES3 ~|

Incoming W55: G

ﬂ Auth (Bas...| Headers.. Attachments.. WS5. WS5-R.. 5 Head JMS Property
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7. Send Request

Requesten kan nu afsendes. Klik pa grgn pil, markeret med rad cirkel.

Hvis alt er sat rigtigt op skal man fa svaret "Pingeling, I'm alive”, markeret med gult.

i?. Request 1

o i

&

#E0O&

ﬂ|https:.-f.-"ws-|ntOZ.atp.dk.-"common.-"PinqSewice

response time: 289ms (9379 bytes)

121:14

[~]% + @
[E <scapenv:Envelope xmlns env="htt '.-'schemas.:; g = <dsig:Transforms> =
= (= <soapenv:Header xmlns: ="http://www.w3.0org/ =] <dsig:Transform Algorithr="http://www.w3.0rg/2001/10/xml-4
= capenv:Header: = <ecld4nEx:InclusiveNamespaces Prefixlist="wsa SORP-ENV" A
&£ |2 <soapenv:Body xmlns:wsu="http://docs_ oasis-op 8 </dsig:Transform>
= <urn:Ping> </dsig:Transforms>
<urn:Tekst>2</urn:Tekst> <dsig:DigestMethod Rlgorithe="http:/ /wmnr wi_org/
</urn:Ping> <dsig:DigestValue>4CI+elS¥ni8ZqkYiKEmNtSssvED=</dsig: DigestVy
</ soapenv:Body> </dsig:Reference>
</soapenv:Envelope> = <dsig:Reference URI="#Gc5ellfa7-70395-4caa-aefc-efbe3tlecdid">
= <dsig:Transforms>
= <dsig:Transform Llgorithm="http:/
<ecldnEx:InclusiveNamespaces
</dsig:Transform>
=/dsig:Transforms>
<dsig:DigestMethod Rlgorithm="http://www.w3 . org/ 0/09/xmldg
<dsig:DigestValue>2nGET0andQECYYmn2 y0TOPxZDuB4=< /dsig:DigestVs
</dsig:Reference>
- /dsig:SignedInfo>
= ‘dsig:SignatureValue>IW35Z14bneifx0M+uVIlcegEoG2HErke4AvghImRETTWEU]
nsSkRi/1UERDVUpk/2LE/SWwT+sFv/V51tViUl252 7TEPMIwUALHEQT i 07 FNEmeBtEREhoZET ySv
S52dSMVEUnOgTOVoVEAWONCnHEZIL172314fLV2fZtv+zheUd/BSIHNvadHETpIPgl /ugSce8ANRoul
100/ S¥YTZn24CxWwEeWPorBTOkEzwilil+jCakei 3HUD/ ziKryDESPV/ 4 r0i Z052XPnDeHx / PTPRh
t€/31bmRgjUVeezWrtBoSlroroyJ0EnIxsw/ rZEpyrLE0Tsn3bpyt+EcUCLFEbsqRbuS1Wldfxld
1DREQRSEUULT73350h] TBPsW] SbDjCOVERcHthZg/ 04N g3W35 TRV ws AuicoIJn¥PFC/olle / kN2ZnCk
avSkBpSsHMcQPc2tQH3YsoRELOiGIgs3zIPrMeqadhSSRIQtEhUufdJF < /dsig: SignatureValue>
= <dsig:EeyInfo Id="G73d%cf8f-bd3c-4d8b-%eal-b33b07L£402E3">
= <wsse:SecurityTokenReference wsu €157edb 37e-4
<wsse:Reference URI="§GTe33 50-4fE6-b714-b
“</wsse:SecurityTokenReference>
fdsig:EeyInfo>
</dsig:Signature>
“/wsse:Security>
< /S0RP-ENV:Header:>
= <S0RP-ENV:Body wsu:I T035-4caa-aefo-efbe3d3eddi3d” xmlns:wsu="hty
= <nsl:PingResponse xmlns:nsl="uz tp:common:pingservice:1.0.0">
<nsl:Tekst>Pingeling, I.m alive</nsl:Tekst>
“nsl:Dato>2023-12-14</nsl:Dato=
[+ <nsl:Elokken>15:45:19.000652+01:00</nsl :Elokken>
| r & </nsl:PingResponse>
D
Head.. Attachm... Ws... Headers (11)  Attachments (0} 55L Info (2 certs)

Thu Dec 14 14:48:42 CET 2023:INFC:Got response for [PingBinding.Ping:Request 1] in 214ms (9404 bytes)
Thu Dec 14 14:4%:47 CET 2023:INFO:Got response for [PingBinding.Ping:Request 1] in 266ms (9379 bytes)
Thu Dec 14 14:51:21 CET 2023:INFC:Got response for [PingBinding.Ping:Request 1] in 277ms (9379 bytes)
Thu Dec 14 14:51:30 CET 2023:INFO: Got response for [PingBinding.Ping:Request 1] in 670ms (9379 bytes)
Thu Dec 14 14:51:58 CET 2023:INFO:Got response for [PingBinding.Ping:Request 1] in 289ms (9379 bytes)
Thu Dec 14 15:45:19 CET 2023:INFO:Got response for [PingBinding.Ping:Request 1] in 289ms (9379 bytes)

(]

SoapUllog| hitplog jetty log errorlog wsrmlog  memory log

Hvis man gnsker at se hvordan requestet ser ud nar det afsendes med headers og signatur,

sa kan man se det i http log fanebladet.
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i Request 1

’ v ii@OoL ﬂ|https:ffws-intﬁ}l.atp.dkfcommoaninqService
g [ <scapenv:Envelope xmlns: -] ; g = <dsig:Transforms>
= < org. == <dsig:Transform LZlgorithm="http
= </soapenv:Header> z <cld4nEx:InclusiveNamespaces
& = <spapenv:Body xmlns:wsu="http://docs.casis-op &= “/dsig:Transform>
= <urn:Ping> dsig:Transforms>
<urn:Tekst>?</urn:Tekst> ‘dsig:DigestMethod Algorithm="http §
</urn:Ping> ‘dsig:DigestValue>4CI+elS¥nisZqkYiKEmWtSssve0=</dsig:DigestV4
=/ soapenv:Body> “/dsig:Reference>
</soapenv:Envelope> = <dsig:Reference URI="#GEc5e3lf 035-4caa-aefoc-efhbeldleadid">
= <dsig:Transforms=
= <dsig:Transform Rlgorithm="http://www.w3.orgy
<cld4nEx:InclusiveNamespaces PrefixList=""
</dsig:Transform>
/dsig:Transforms>
‘dsig:DigestMethod Algorithm="http:/ /www.w3.org/2000/05/xmldd
<dsig:DigestValue>2nGT0andQECyY¥mn2 y0TOPxZDuB4=</dsig:DigestVy
</dsig:Reference>
</dsig:5ignedInfo>
= “dsig:SignatureValue>IW35Zl4bneifx0M+uVIlegFotlHBrkEé4hvghimRETTWEL]
nsSkhi/1UERDVURk/ 2LE/5WwT7+sFv,/VE1tViUl852 7EPHIwWIALHEQTSi 07T FNEmeBEtEREhoZET ySv
S52dSHMVEUnOgT OVoVERWONCnHZIL17314fLV2fZtv+ehelUd /BSTHNva4HETRpIPgl /ugSce8iNioul j
100/SYTZIn24CxWwiEeWPorBTOkEzwi0il+jCakei 3HUD/ ziEryDESPV/ 4 rQi Z05=XPnDeHy /PTPRh
t€/31bmRgjUVEezWrtBo9lroroyJ0EnIxew/ rZEpyrLE0Tsn3bpyt+EcUCEFEbsgRbuS1Wldfxl4
1DASQRSEUULT7550h] TEPsW] LD OVEhcHMthIg/04MNg3W357TRVmOwsAuiooInYPFC /mlle / kN2ZnGk
avs5kBps sH]{r_'Ql*:z tQH3YsoRELOiGIgs3zIPrM2gadhSSRIQtEhUufdJF</dsig: SignatureValue>
= <dsig:EeyInfo Id= 3d9cf8f-bdSc-4d8b-9eal-b55kL0 02Ea™=
= <wsse:SecurityTokenReference wsu:Id:
<wsse:Reference URI="§ET7e335
</wsse:SecurityTokenReference>

Thu Dec 14 13:45:19 CET 2023: DEBUG: http-outgoing ==

POST fcommon/PingService HTTP/1.1

Accept-Encoding: gzip, deflate

Content-Type: text/xml;charset=UTF-8

SOAPAction: "urniciciatp:commeoen:pingserviceiwsdl:1.0.0:#Ping"
Content-Length: 6833

Host: ws-int02.atp.dk

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.5.5 (Java/16.0.1)

<soapenv:Envelope xmins:isoapenv="http://schemas.xmlsoap.org/soap/envelope/” xminsiurn="urn:cic:atp:common:pingservice:1.0.0">
<soapenv:Header xminsiwsa="http://www.w3.0rg/2005/08/addressing" » <wsse:Security xminsiwsse="http://docs.oasis- open.org/wss/2004/01/ oasis-200401 -wss-wssecurity-secext-1.0.xsd" xml
<wsa:Action wsu:ld="id-33A5DAER3T173961281702565119347282" xminsiwsu="http://docs.oasis-open.org/wss/2004/01/ oasis- 200401 -wss-wssecurity-utility- 1.0.xsd" > urn:oio:atp:common:ping:
<soapenv:Body wsu:ld="id-33A5DAEG37173961281702565119548284" xmins:wsu="http://docs.oasis-open.org/wss/2004/01/ oasis- 200401 -wss-wssecurity-utility-1.0xsd">
<urn:Ping>
<urn: Tekst=> 7« /urn: Tekst>
<furn:Ping>

</soapenv:Body>
</soapenv:Envelopes>

SoapUl log

jettylog errorlog wsrmlog  memory log
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8. FejlScenarier

Flere ting kan ga galt under opsaetningen.

Alt efter faultcode ma man forsgge at finde frem til hvad der er gaet galt.
Her et par eksempler:

FailedAuthentication:

Indikerer at det certifikat man kalder med, ikke kan trustes af ATP. Det bar
undersgges om man har sat keystore rigtigt op, og bruger den rigtige type certifikat.

Det skal veere det certifikat med har angivet i tilslutningsaftalen.

wsse:InvalidSecurity:
F.eks.: “Action - Secure part must be signed”.

| dette tilfeelde er Action ikke signeret, tjek at Action er med i listen over de parts der
er defineret under Signature i Outgoing WS-Security Configuration, samt at der ikke
findes slafejl.
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